Firewalls fur den Linux
Kernel 2.4




,&és‘@rn@ Eirewall?
mmrt demn Datenfluss zwischen dem internen
: ‘dem Rest der Welt.

ES wird unitérschieden:

= Statischer Packet-Filter

= Dynamischer Packet-Filter
=~ Applikationsgateway

= Hybridsysteme
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- UDP Wy
gPort‘@

= |CMP
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_ﬁi’cggriﬁ'e

ﬂﬁ'-(_Network Adress Translation)
~ SNAT @burce NAT)

_ DNAT (Destination NAT)
= Masguerading

= Redirect

= Port Forwarding

= Accounting
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IpIIErEntaes Kernels
REI24.0-test10)

MK Options
Packet Filtering (on)

¥-s%
= IP Nﬁilt Configuration
Cennection Tracking

17.12.2000

- <\I=rElP Rrotocol Support

- <M>'lptables Support

- <M= Limit Match Support

-~ <M> Mac Adress Match Support

-~ <M> Multiple Port Match Support

-~ <M= Connection State Match Support
-~ <M> Packet Filtering Support
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mpIlIErenrdes Kernels
el 274.0-test10)

Mrking Options

AP N%@r Configuration
- —VI® Reject target support

-~ <M= EuUllFNAT Support
- <M> Redirect Target Support
~<M=> Log Target Support

= |ptables Software:
= http://netfilter.kernelnotes.org
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W nalptables

\etfilter: Allgemeine Filterstruktur im

Kernél“

~ Iptablés (IPv4 und IPv6)
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D'a{tw diireiitden Kernel

NEL
PREROUTING

-

—p

Routing-
Entscheidung

—>

Filter:
FORWARD

x>

Nat: |
POSTROUTING
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Filter,Nat,Mangle:
OUTPUT

Lokaler

Prozel}
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a‘bq@mj Ketten (chains)

INPUT,FORWARD,OUTPUT

PREROUTING,OUTPUT
POSTROUTING

~Mangle - PREROUTING,OUTPUT
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= Drop -

gQueGQ(nicht weliter behandelt)
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Return
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__ Fijferﬂés; Sttiktur

M!e laden

—IiIfsvaﬂatiJen definieren

Defallt Policy
Ketten anlegen
-llterregeln fur die Ketten definieren
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#A/bin/sh

modprol:f@‘i@_tables
-

iptables -A" INPUT -j DROP
Iptables —A FORWARD -] DROP
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Iptables -P' INPUT DROP
Iptables -P OUTPUT ACCEPT
Iptables -P FORWARD DROP
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rftt@ spiel™

Jf(0)0)= |p tables
mo conntrack

modprebe |pw ck ftp
modprobe%sta

iptaibles -P INPUNFDROP

iptables -P OUTPUT ACCEPT

Iptables -P' EORWARD DROP

Iptables -Ni block

Iptables -A block -m state -state ESTABLISHED,RELATED -j ACCEPT
Iptables -A INPUT -j block

Iptables -A FORWARD -j block
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&

g ; %
<\/'d nK
=Policy>=

<Chain

iidér@wiel"([')bersicht)

<Blocking=

<Open Rorts=

<l ogging(1)=
<ICMP>

<Backdoor for Admin>
<Logging(2)>
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,Lér@a@iel"&module>
r{me ip_tablés
modprobenipL conntrack

MOC :Bonntrack_ftp

modprobe ipt_state
MO0 Ipt_limit

Moo Ipt_mac

mOoC Ipt_multiport
MOC Ipt_ REJECT
MOC Ipt_ LOG
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i‘ér@ig@ielf<Variablen>

éﬁ“ > /proc/sys/net/ipv4/ip_forward

I‘

IDEV=etho #World
IDEV=eth1 #Local Network

LIP0=129.13.30.1
LIP1=129.13.31.1
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Lér@spiel’z Policy>

iﬁ@ﬁs £ # delete all rules and chains
iptables -P IINPUT DROP

iotablesi=P. OUTPUT ACCEPT
Iptables -P"FORWARD DROP
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&

i%N block
ptalelesr=-A I -] block

U
Iptaikles %ARD -J block

iér@iwiel’ZChain Def.>

Iptables -A bleek -m state --state ESTABLISHED,RELATED
-] ACCEPT
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&

i%A block -s m210 -j DROP
iptaklesr=AMlock -5 129.77.13.0/255.255.255.0 -j REJECT

iér@wiel‘zBlocking>

-
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,Lért@ia@iel'ZOpen Ports>

%RT SSH/SMTP/HTTP/SMB/TALK
Iptables - - tcp --dport 22 -] ACCEPT

ck
ptanles ‘—%?ﬁ’—p tcp --dport 25 -j ACCEPT

iptables lock -p tcp --dport 80 -j ACCEPT
Iptables -A bleek -p udp --dport 137:139 -j ACCEPT
Iptables -A block -p udp --dport 517:518 -j ACCEPT
# open Ports for localhost

Iptables -A block -s servername -j ACCEPT

Iptables -A block -s localhost -j ACCEPT
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&

;‘%@ Vo icmp und Verbindungsversuchen
Iptaikles %J?—p iIcmpi -] LOG --log-level notice --log-

i‘ér@a@iel'zmgging(lp

prefix P -m limit --limit 1/s

#0Optional alle restlichen Verbindungsversuche loggen

Iptables -A block -p tcp --syn -] LOG --log-level notice --
log-prefix “SYN “ -m limit --limit 1/s
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iuérisjs)iel"<ICI\/IP>

ip%-A plock -pricmp --iIcmp-type echo-
reques'tam‘limit --limit 1/s —j ACCEPT

-

iptablés -A'Bleck -p iemp --icmp-type \! echo-
reqguest —] ACCEPT
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&

i%ﬁ\ pleck -m mac --mac-source
:00r20:03:5F:DA -s m406b -i SIDEV1 -] ACCEPT

iér@spiel’z Backdoor>

-
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@@lel =lLogging(2)>

' 5 _ -p udpi-d 255.255.255.255 -] RETURN
|ptables -A 13] dp -d 129.13.30.255 -] RETURN
k -

Iptakles —g% dp -d 129.13.31.255 -] RETURN
# SYN Pac already legeed

iptables -A blecks-p tcp --syn -] RETURN

# LOG all not accepted UDP-Packets

Iptables -A block -p udp -j LOG --log-level notice --log-prefix “UDP *
-m limit --limit 1/s

# Should not happen

iptables -A block -p tecp -] LOG --log-level notice --log-prefix “TCP “
-m limit --limit 1/s
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